Online noMoub B KHOEPIPOCTPAHCTBE
ITamsiTKa M0 0€30MACHOCTH B HHTEPHETE

C KaxapIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHLCS OOJIBIIE, a MIKOJIBHUKHU OJHU U3
CaMbIX AaKTUBHBIX Ioib30BaTenedl PyHera. Mexay TeM, MOMHUMO OTPOMHOIO KOJUYECTBA
BO3MOKHOCTEH, HHTEpHET HECeT W MpoOseMbl. JTa mamsATKa JOJDKHA MMOMOYh TeOe 0e30macHo
HaXOJUTHCS B CETH.

KoMnbroTepHBIE BUPYCHI

KomnbroTepHblii  BUPYC — 3TO  pa3HOBUJHOCTh  KOMIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTENFHOH OCOOCHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3MHOXEHHI0. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOT'YT NMOBPEIUTh WJIN MOJHOCTBIO YHHUTOXUThH Bce (ailiibl u
JJAHHBIE, MOJKOHTPOJIbHBIE IOJIb30BATENI0, OT UMEHU KOTOPOro ObLIa 3alylleHa 3apakéHHas
nporpaMma, a TakKe MOBPEIUTbh WM JaKe€ YHUYTOXKUTh ONEPAllMOHHYI0 CUCTEMY CO BCEMHU
¢aiinamu B 1iesioM. B G0bIIMHCTBE CilyyaeB pacIpOCTPaHSIIOTCS BUPYCHI Uepe3 HHTEPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IMPOrpamMm:

e lcnonb3yil coBpeMEHHbIE ONEPALMOHHBIE CHCTEMbI, MUMEIOIIME CEPhE3HBIN YPOBEHb
3aIUTBI OT BPEAOHOCHBIX IIPOTrPAMM;

o IlocrosiHHO ycTaHaBnMBail mnaytu (LUUQPPOBBIE 3alIaTKH, KOTOpPbIE ABTOMAaTHYECKU
YCTaHABJIMBAIOTCSL C 1IE€JbI0 JOpaOOTKM MpOrpaMMbl) M Jpyrue OOHOBIIEHHsS CBOEH
ornepanuoHHoi cucreMbl. CkadyuBail MX TOJBKO C O(ULHMAIBHOIO caifTa pa3padoTyuka
OC. Ecnu cymiecTByeT peKUM aBTOMAaTH4YE€CKOTO OOHOBIIEHUS, BKIIIOYH €T0;

o Pabotail Ha cBOeM KOMIIbIOTEpE IOJ] IpaBaMHU MOJIb30BATEN, a HE aIMUHUCTpATOpa. ITO
HE TO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX INPOrpaMM HHCTANIUPOBATbCS Ha TBOEM
MIEPCOHAIIBHOM KOMIIBIOTEPE;

o Hcnonw3yil aHTMBUPYCHBIE NPOTrPaMMHBIE MPOLYKTHI HM3BECTHBIX IPOU3BOJIUTENIEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

e Orpanunub GU3NYECKUNA JOCTYH K KOMIIBIOTEPY JUI TOCTOPOHHUX JIMIL;

e lcnonb3yil BHEUIHME HOCUTENU MHPOpMAIMM, Takue Kak (iemka, JUCK UiIu Qailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

o He otkpbIBaii KOMIbIOTEPHBIE (aiIbl, TOJyYEHHbIE U3 HEHAJIEKHBIX HCTOUYHUKOB. Jlaxke
Te (haitbl, KOTOpbIe MpuUcIan TBOW 3HaAKOMBIN. Jlydiie yrouHu y Hero, oTIpasiisil JIM OH
Tebe ux.

Cetu WI-FI

Wi-Fi — 510 He BHJ mepenauyu JaHHBIX, HE TEXHOJOIHs, a BCEro JHIIb OpEeH]l, MapKa.
Eme B 1991 romy nHuaepnanackas Kommanwsi 3apeructpupoBana Openn «WECA», dro
o0o3Hauasio cioBocoueranue «Wireless Fidelity», koTopblii mepeBoaUTCs Kak «OecrpoBOIHAS
TOYHOCTBY». Jl0 Halero BpeMeHH JomuIa JaApyras adOpeBHaTypa, KOTOopas SIBISETCS TaKOH ke
TexHoyoruei. Oto abopeBuatypa « Wi-Fi». Takoe Ha3BaHHE OBUIO JaHO C HAMEKOM Ha CTaHAAPT
BbICIINH 3BYKOBOM TexHuKH Hi-Fi, uTo B mepeBosie 03HaUaeT «BBICOKAsI TOUHOCTHY.

Ja, GecriiaTHBIM MHTEPHET-AOCTYI B Kade, OTensX U a’ponoprax SBISETCS OTIMYHOM
BO3MOXKHOCTBIO BbIX0/1a B MHTepHET. Ho MHOTHE AKCHepTHl CUMTAIOT, YTO 001Ie10cTynHble Wi-

Fi cetu He aBisroTCS OE30MaCHBIMU.

Cogetnl 10 6e3onacHocTH padore B 001eA0CTYNHBIX ceTsiXx Wi-fi:
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o He nepenasaii cBoro nuunHyto nHpopManuio yepe3 oomenoctymnubie Wi-Fi cern. Paboras
B HUX, KEJIaTeIhbHO HE BBOJUTH MAPOJIH JOCTYIIA, JOTHHBI U KAKHE-TO HOMEPA;

e Ucrnonp3yit m OOHOBIISII aHTHMBUPYCHBIE MpOTpaMMbl U OpaHaMayep. TeM caMbIM TbI
obe3omacuib ceds OT 3aKaYyKu BUPYyca Ha TBOE YCTPOMCTBO;

e Ilpm wucnonb3oBanuun Wi-Fi otkmoun ¢yaknuo «OO0muit moctyn K ¢aimaMm u
npuHTepam». JlaHHas QyHKIOMS 3aKppITa [0 YMOJYAHUIO, OJHAKO HEKOTOPHIE
I0JIb30BATEIN AKTUBUPYIOT €€ sl yA00CTBa UCIIOIb30BaHUS B paboTe win yueoe;

e He wucnonesyit ny6muunsiii WI-FI s mepemaun nUYHBIX JaHHBIX, HAIpUMeEp s
BBIXOJIa B COI[MAJIbHBIE CETU WM B JIEKTPOHHYIO MIOUTY;

e Hcnonb3yil Tonbko 3ammuiieHHoe coenuHenue uvepe3 HTTPS, a mwe HTTP, T.e. nipu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

e B mMoOmibHOM Tenedone oTkimoun ¢yHKuoo «lloakmouenue k Wi-Fi aBTomarrdeckm.
He nmomyckail aBTOMaTH4ECKOro MOJKIIOYEHHUsT ycTporcTBa K cetsiM Wi-Fi 6e3 TBoero
COTJIacus.

CoumajgbHbIe CETH

CoumasnbHble CETH aKTMBHO BXOJAT B Hally JKU3Hb, MHOTHE JIIOJU pabOTalOT U >KUBYT
TaM IMOCTOSIHHO, a B Facebook y»ke 3apernctpupoBaH MHIJUIAAP]] YEIOBEK, UYTO SBISETCS OJHOU
cellbMOM BCeX JKMUTeNed IJIaHeTbl. MHOrue MoJjb30BaTeIM HE MOHMMAIOT, 4TO WHpOpMalus,
pa3MelIeHHasl UMU B COLMAJIBHBIX CETSIX, MOXKET ObITh HaliJIeHa U UCIOJIb30BaHA KEM YrOJIHO, B
TOM YHCJI€ He 00s13aTeNIbHO ¢ 0J1aruMu HaMepeHHUSIMU.

OcHOBHBIE COBETHI 110 0€3011aCHOCTH B CoIMaJbHBIX CETHAX:

e Orpannub CHUCOK Jpy3ei. Y TeOs B ApPY3bsIX HE JOJDKHO OBITh CIy4alHBIX H
HE3HAKOMBIX JIIOJEH;

e 3amminai cBOIO YacTHYIO >kM3Hb. He ykas3piBail mapoiu, TenedoHsl, agpeca, 1aTy TBOETO
POXIECHUS U JIPYTYIO JINYHYI0 MH(POPMAIUIO. 3JI0yMBIIUIEHHUKA MOTYT HCIIOJIb30BaTh
nake nH(OPMALIMIO O TOM, KaK Thl ¥ TBOM POJIUTENHN IUIAHUPYETE POBECTH KAaHUKYJIBI;

e 3amminai CBOIO peryTaluio — JEpXKHU ee B YUCTOTE U 3ajaBail cebe BOIpOC: XOTes Obl
ThI, YTOOBI APYyrUe MOJIb30BATENN BUJIEIH, UTO ThI 3arpyxaemsb? [logymaii, npexiae yem
YTO-TO OMYOJUKOBATh, HAMUCATh U 3arPy3UTh;

o Ecnu Tl TOBOPHIIB C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIOJb3Yl CBOE pEaIbHOE UMS U
APYTYIO JUUHYIO HH(POPMALIUU: UMSI, MECTO JKUTEIBCTBA, MECTO Y4eObl U MPOYee;

o U3bGerait pazmenienus dororpaduii B UHTepHETE, e Thl M300pakeH Ha MECTHOCTH, IO
KOTOPOU MOYHO OIIPEAEIIUTE TBOE MECTOIOJIOKEHUE;

e Ilpu perucrpauuu B cOLMaIbHOW CETM HEOOXOJUMO MCIIONB30BAaTh CIIOKHBIE MapoJid,
cocTosIMe U3 OYKB U IU(P U ¢ KOJTUYECTBOM 3HAKOB HE MEHEeE §;

e Jlnsg comuaibHON CeTH, MOYTHl M JIPYIMX CAlTOB HEOOXOAMMO MCIIONb30BAaTh Pa3HbIE
naposin. Torna eciu TeOst B3IOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJYYaT JIOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHBIE IEHBI'U

DJNEeKTPOHHBIE JIEHbI'M — 3TO OYEHb YIOOHBINH CIIOCOO MiaTeXei, OAHAKO CYIIEeCTBYIOT
MOIIICHHUKH, KOTOPBIE XOTAT MOJYYUTh 3THU JE€HBIU. DJIEKTPOHHBIE JIEHBIU MOSABUINCH COBCEM
HEJaBHO YU MMEHHO M3-3a 3TOI0 BO MHOTHX I'OCYJapCTBax [0 CHUX IIOp HE IIPOIKCAHO IPO HUX B
3akoHax. B Poccun ke oHM (QYHKIMOHUPYIOT U O HHMX YyX€ MPONHCAHO B 3aKOHE, TJe HX
pa3lensaloT Ha HECKOJIbKO BHUAOB — AHOHMMHBIE M HE aHOHUMHBIC. PasHuiia B TOM, 4TO
AQHOHMMHBIE — 3TO T€, B KOTOPBIX pa3peliaeTrcs MPOBOJIUTH OoNepauuu O0e3 HAEeHTU(UKALUN
MOJIb30BATENsl, a B HE aHOHUMHBIX WICHTU(QHKAIIUU TOIb30BATEINS SABISETCS 0053aTEbHOM.
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Taxke crnemyer paznuyarh dJEKTPOHHbIE (DUATHBIE JEHBIU (PaBHBI FOCYIAapPCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIC He(hUaTHBIE ICHBIU (HE paBHBI TOCYJAPCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 10 0e30MaCHO padoTe ¢ 3JTeKTPOHHBIMHU J€eHbIAMHU:

e IlpuBsxku K cyery MOOWIBHBIA TenedoH. DTO caMblii yIOOHBIM W OBICTPBIH CITOCOO
BOCCTAHOBUTH JOCTYN K cuery. [IpuBsi3aHHbBIN TenedoH MOMOXKeT, ecliu 3a0yenb CBOi
IJIATEKHBINA M1ApOJIb UIIM 3alIelIb HA CAalT C HE3HAKOMOI'O YCTPOMCTBA;

e Hcnons3yii ogHOopa3zoBeie maposu. [lociie mepexona Ha yCUICHHYIO aBTOPHU3AIMIO TeOe
yKe He OyZeT yrpokaTh OMAaCHOCTh KPaXKu WM NiepexBaTa IJIaTeKHOTO apoJis;

e Bribepu cioxusiii maposs. [lpecTtynHukam OyAeT He MPOCTO yraiaTh CIOXKHBIM Hapoib.
Hanexuple mapoam — 3TO mapoiu, KOTOpbIE COAEPKAT HE MEHEE § 3HAKOB U BKIIFOUAIOT
B ceOs CTPOYHBIC U IPONMUCHBIC OYKBBI, IU(PBI U HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK
noJjutapa, pyHTa, BOCKIMIIATSIBHBIN 3HaK U T.11. Hanpumep, $tROng!;;

o He BBOJU cBOM JIMUHBIC JaHHBIE HA CalTax, KOTOPHIM HE JIOBEPSCIIb.

ONIEKTPOHHAs I104YTa

DNeKTpOHHAs OYTa — 3TO TEXHOJOTHUS U MPEJOCTaBISIEMbIE €0 YCIIYTHU IO MEePEChIIKE U
MOJYYCHUIO DIIEKTPOHHBIX COOOIICHHN, KOTOpPBIC PACHPEACISIOTCS B KOMITBIOTEPHOW CETH.
OO6b19HO ANEKTPOHHBIN MOYTOBBIA  SANIMK  BBITJISAUT CIIEYIOIIUM oOpa3zom:
UMs_TIONIb30BATEISI(@UMSL_JOMeHa. Takke KpoMme Iepeladyd MpOCTOr0 TEKCTa, HMEETCs
BO3MOXKHOCThH TepeaaBaTh (pailibl.

OcHoBHBIE COBETHI 10 0e30MacHOI padoTe € JIEKTPOHHOM MOYTOM:

e Hano BbIOpaTh IpaBWIBbHBIN MOYTOBBINA cepBUC. B HMHTEpHETE €cTh OrpOMHBIN BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JyYIlle JOBEPSTh TEM, KOTO 3Haellb U KTO
IIEPBBII B PEUTHHTE;

e He yka3piBail B nuuyHON moyte NU4HYl HH(popmanuioo. Hampumep, mydire BbIOpaTh
«MY3BIKATBHBIA _(haHaT@» unu «pok2013» BmecTo «remal3y;

e Hcrnonb3yil ABYXdTallHYI0 aBTOpPU3ALMIO0. DTO KOTJa MOMUMO MapoJisi HYXKHO BBOIUTH
KOJI, IpHUChIIaeMbIil o SMS;

e BriGepu cioxHblid maponb. s KakIOro MOYTOBOTO SIIWKA JOJKEH OBITh CBOU
HAaJICKHBIM, YCTOWYMBBIN K B3JIOMY I1apOJIb;

o Ecmmu ectb BO3MOXKHOCTH HAIlMUCATh CaMOMY CBOW JIMYHBIA BOIIPOC, HUCIIOJB3YH 3Ty
BO3MOKHOCTb;

o Hcnonb3yll HECKOJBKO TIIOYTOBBIX SIIMKOB. [lepBbIl 118 YacTHOW MEPENUCKU C
aZpecataMu, KOTOPBIM ThI JOBEpSACIIb. DTO AJIEKTPOHHBIA aapec HE HAAO MCIIOIh30BaATh
MIpH perucTpamnuu Ha Gopymax u caitax;

o He otkpeiBaii (haiinel U Apyrue BIOKEHHS B MUCbMax JakKe €CIIM OHU MPUIILIH OT TBOMX
npy3eit. Jlydie yrouHu y HUX, OTIPABIISUIH JIU OHU Te0Oe 3T (albl;

e [locne okoHuaHust pabOTHI Ha MOYTOBOM CEPBHUCE TEPE/a 3aKPHITHEM BKJIQJKH C CAUTOM
He 3a0yap HaxKaTh Ha «BBIATHY.

KubepOyiiuHr WU BUPTYAIBHOE U3JIEBATENLCTBO

KI/I6Cp6yJIJ'II/IHT — HIpeCiIcIOBAHUC COO6IJ_ICHI/I$IMI/I, COACPpIKAIIUMU OCKOp6J’ICHI/I$I,
arpeCCuro, 3amyruBaHuC,; XYJIWUTaHCTBO, CONHUAJIBHOC 60ﬁKOTHpOBaHHe C MOMOIIBIO PA3JIMYHBIX
HHTCPHET-CCPBUCOB.

OcHoBHbIE coBeThI 10 0opble ¢ KudepOyJIMHIOM:
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o He Opocaiicst B 60ii. JIyumnii crioco0: MOCOBETOBATHCS KaK ce0s BECTH U, €CJIU HET TOTO,
K KOMY MOHO OOpaTHThCsS, TO BHadalle yCIOKOUTHhCS. EcCiM Thl HadHeNIb OTBEYATh
OCKOPOJICHUSIMUA Ha OCKOPOJICHHUS, TO TOJBKO €Il O0JIbIINE Pa30XKEIb KOH(IHUKT;

e VYmpasnusii cBoei kubeppenyranueii;

e AHoHMMHOCTH B ceTd MHUMas. CyIlIecTBYIOT CHOCOOBI BBISICHUTb, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;

e He crout Bectn Xynuranckuii oOpa3 BUPTyanbHOW xu3HU. HTEepHET (ukcupyer Bce
TBOM JICHCTBUS U COXPAHSCT UX. Y IaTUTh UX Oy/IeT KpaiiHe 3aTpyAHUTEIHHO;

o CoOmronait CBOI BUPTYaJbHYIO YECTh CMOJIOIY;

e Urnopupyii enunuunblii HeratuB. OIHOpPA30BbIE OCKOPOHUTENbHBIE COOOIICHUS JydIle
urHopupoBaTh. OOBIYHO arpeccus MPEeKpaacTcsi Ha HA9allbHOU CTaInu;

e ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSMH, B COIHMAJIbHBIX
CeTSAX €CTh BO3MOKHOCTb OJIOKUPOBKH OTIPABKU COOOIICHUN C OMPEAETICHHBIX a/IpECOB;

e Ecmu T cBumerens kubOepOymnuHra. TBoM  JEWCTBUA:  BBICTYNIUTH IPOTUB
IpecieaoBarensi, I0Ka3aTb €My, UTO €ro JEHCTBUS OLICHWBAIOTCS HEraTHBHO,
MOAJIEPKaTh KEPTBY, KOTOPOM HY)KHA MCHUXOJIOTMYECKas MOMOIIb, COOOIIUTH B3POCIIBIM
0 (akTe arpecCUBHOTO MOBEICHHS B CETH.

MoOuiabHBIH TenedhoH

CoBpeMeHHble CcMapT(hOHBI W IUIAHIIETHI COAEpKaT B ceOe BIOJTHE B3POCIBIMA
GbyHKIIMOHA, W Temepb OHU MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMH KOMIIBIOTEpAMHU.
OnHako, CPeCTB 3aMIUTHI IS MOAOOHBIX YCTPOMCTB MOKA OYCHb Maio. TeCcTUpOBaHKE U TTOMCK
ySI3BUMOCTEH B HUX MPOUCXOIUT HE Tak MHTEHCUBHO, Kak s [IK, To e camoe kacaercs u
MOOMIBHBIX TNpuioxkeHnid. COBpeMEHHbIE MOOWIIBHBIC Opay3epbl yXKe MPaKTHYECKH JTOTHAIU
HACTOJIbHBIC AHAJOTH, OJHAKO pacIiUpeHue (QYHKIMOHANAa BIeYeT 3a CO00H OOJbIIYIO
CJIOXKHOCTb MW MCHBIIYIO 3allMIICHHOCTD. I[aJIGKO HC BCC IMPOU3IBOAWUTCIN BBIITYCKAIOT
O0OHOBJICHHUSI, 3aKPBIBAIOIINE KPUTUYECKUE YA3BUMOCTH JJISi CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI J151 0€30IaCHOCTH MOOHJILHOI0 Te.]'le(l)OHa:

e Huuero He sBnsgercs no-HacrosuieMmy OecruiaTHbIM. Bynb ocToposkeH, Beab Korjaa tede
npeularaloT OecIUIaTHBI KOHTEHT, B HEM MOIYT OBbITb CKpPBITHI KaKHE-TO IUIaTHBIE
YCIIYTH;

e Jlymaii, mpexae yem otnpaButh SMS, ¢oTo mnu Buzaeo. Thl TOYHO 3Haellb, IAe OHU
OyayT B KOHEUHOM HTOTE?

e Heo0xoanMo 0GHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

e lcnomnb3yil aHTUBHPYCHBIE TPOTPAMMBI JIJIs1 MOOMIIBHBIX TEIEPOHOB;

o He 3arpyxail NpuIOXeHUs OT HEM3BECTHOIO HCTOYHUKA, BEJb OHM MOTYT COJEPKATh
BPEIOHOCHOE MPOTrpaMMHOE 00eCIeYEeHUE;

o [Ilocnme Toro kak Thl BbIizelIb C caiiTa, e BBOAWI JHUYHYIO MH(OpMaIUio, 3aiiiu B
HacTpOWKHU Opay3epa u ynanu cookies;

o Ilepuonnuecku npoBepsiii Kakue IUIaTHBIE YCIyTU aKTUBUPOBAHbI HA TBOEM HOMEPE;

o JlaBaii cBOIf HOMEpP MOOMJILHOTO TeleOHA TOIBKO JIIOASIM, KOTOPBIX Thl 3HACHIb U KOMY
JIOBEpSIEIIb;

e Bluetooth qomxen ObITh BBIKIIFOUEH, KOT/Ia Thl UM HE TOJIb3yenibes. He 3a0biBail nHOTIA
IIPOBEPSATH 3TO.

Online urpet

COBpeMeHHBIe OHJ'I&fIH-HFpBI — OTO KpaCOYHBLIC, 3aXBAaTBIBAIOIIUC Pa3BJICUYCHUA,
06'LC,Z[I/IH$IIOIJ_II/IC COTHHU TBICAY YCJIOBCK I10 BCEMY MHPY. HFpOKI/I HUCCICAYIOT ,Z[aHHBIﬁ UM MUDP,
06HlaIOTC$I ApYyT C APYroM, BBIIIOJTHAIOT 3adaHUA, CPpAXKAOTCA C MOHCTpaMU W MOJYYarOT OIIBIT.
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3a yIOBOJBCTBUE OHM IUIATAT: MOKYMAIOT AMCK, OIUIAYMBAIOT a0OHEMEHT WM MPUOOpETaroT
KaKWe-TO OILHUH.

Bce atu cpenctBa uMayT Ha mMOJAepKAHME W pa3BUTHE WIPhL, a TaKXKe Ha camy
0€30MacHOCTh: COBEPILIEHCTBYIOTCSI CHUCTEMbl aBTOPHU3ALlMU, BBIMYCKAIOTCS HOBBIC MaT4d
(undpoBbIe 3aIUIATKU AJIS IPOTPaMM), 3aKPhIBAIOTCS YSI3BUMOCTH cepBepoB. B mogo06HbIX urpax
CTOMUT OIacaThCsi HE CTOJIBKO CBOMX COMNEPHUKOB, CKOJIBKO KpPa)KW TBOETO Maposisi, HAa KOTOPOM
OCHOBaHa CHCTE€Ma aBTOPU3AIMH OOJBIIMHCTBA UTP.

OcHOBHbIE COBETHI 10 0€3011aCHOCTH TBOET0 HUI'POBOro aKKayHTa:

o Ecuu apyroii urpok Beger cedst I0X0 WK CO34aeT TeOe HENPUATHOCTH, 3a0JIOKUPYH ero
B CIIMCKE UT'POKOB;

o [loxamyics agMUHHACTpATOPaM MIPhI HA ILNIOXOE MOBEJIEHUE ITOTO UIPOKA, KEIATEIBHO
IIPWIOKUTH KAKUE-TO I0KA3aTeIbCTBA B BU/IE CKPUHOB;

o He yka3bIBaii muunyro nHOpMaIHio B ipodaiiie urpsl;

e YBaxall Ipyrux y4aCTHUKOB II0 UIPE;

e He ycranaBnuBaii HeouIMaNbHBIE TATYU U MOJIBL;

o Hcnonw3yii cI0XKHBIE U pa3HbIE APOJIH;

o Jlaxxe BO BpeMs WIPbl HE CTOMT OTKJIIOYaTh aHTUBUpPYC. lloka Tl Wrpaemsb, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

DUIMHT WK KpaXka TAYHBIX JaHHBIX

OOBIYHOI KpaXkell JeHer W JOKYMEHTOB CErojiHs YK€ HUKOTO HE YAWBHUIIb, HO C
Pa3sBUTUCM HHTCpHCT-TCXHOJ’IOFI/Iﬁ 3JIOYMBILIJICHHUKHW  NIEPEMECTUIIMCh B  HUHTCPHCT, U
NPOJIODKAIOT 3aHUMATHCS <«UIIOOMMBIMY» JIeJIOM. Tak TOSBWIIaCh HOBas yrpo3a: HHTEPHET-
MOIICHHHYECTBA 201041 C];)I/IHII/IHI“, TJIaBHas1 o eiib KOTOpOro COCTOHUT B MOJIY4YCHHU N
KOH(HIEHIIMAJIbHBIX JAHHBIX IOJIb30BaTeNleil — JOrMHOB M naposieil. Ha aHrnmiickom s3bike
phishing unTaercs kak ¢pumuHr (ot fishing — priOHas 10Bs, password — naposb).

OcHoBHBIE cOBeThI 10 00opb0e ¢ puIIMHIOM:

e Crnenu 3a cBOMM akkayHToM. Eciu Thl moJj03peBaelib, 4YTo TBOSI aHKETa Obljla B3JIOMaHa,
TO HE0OXO0IUMO 3a0JIOKUPOBATh €€ U COOOUIUTh aAMHUHHCTpATOpaM pecypca 00 3TOM Kak
MOKHO CKOpEE;

e MHcnonw3yii 6e30macHble BeO-CalThI, B TOM YHCIIC, HHTEPHET-Mara3mHOB M IOMCKOBBIX
CHCTEM;

e Hcnonw3yil cinokHble W pasHble Mmapoiau. Takum oOpa3oMm, eciu TeOs B3JIOMAlOT, TO
3JIOYMBIIIJICHHUKH TOJTy4aT JOCTYM TOJBKO K OJJHOMY TBOEMY NMPO(UIIO B CETH, a HE KO
BCEM;

e Ecmu tebs B3noManu, To HEOOXOIUMO MPENYNPENUTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
00aBIeHBI y TEOSI B IPY3bsIX, O TOM, YTO T€OsI B3JIOMAJU ¥, BO3MOKHO, OT TBOETO UMEHH
Oy/IeT pacchbUIaThCs CllaM M CChIJIKM Ha (DUIIMHTOBBIE CANUTHI;

e YcraHoBu HaaexHbIN napoib (PIN) Ha MoOUIBHBIN TenedoH;

e OTkiII04YM COXpaHEHHE Napoisi B Opaysepe;

e He oTkpeIBaii ¢aiinel 1 qpyrue BIOKEHUS B MUCHMAaX JaKe €CJIM OHU MPUIILTH OT TBOUX
npys3eit. Jlydiie yTouHu y HUX, OTHPABIISUTN JIU OHU TeOe 3TH (ailbl,

Hudposas pernyranus

Hudposas penyranuss — 3TO HETaTUBHAS WM MO3UTHBHASI HH(OpMaLUs B CETU O Tebe.
Komnpomerupyromas uHpopMmalysi, pasMelieHHass B MHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTPa3UThCS Ha TBOEH peanbHOM xu3HU. «[{udpoBas pemyraius» — 3TO TBOM UMUK, KOTOPBIA
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dbopmupyetcs u3 uHbopMauu O TebOe B MHTEpHETE. TBOE MECTO KHTEIBCTBA, y4eObl, TBOE
(¢buHAHCOBOE TIOJOKEHUE, OCOOCHHOCTHM XapakTepa W paccka3bl O OJNM3KUX — BCE 3TO
HaKaIlJIMBaeTcsl B ceTH. MHOTHe MOAPOCTKU JIETKOMBICJIEHHO OTHOCSTCS K MyOJUKaluy JIMYHON
uHpopmanuu B MHTepHETe, HE NMOHMMAas BO3MOXKHBIX MOCHENCTBHHA. Thl maxe HE CMOXeIb
noragatbes O TOM, uTo ¢ororpadus, pazMelleHHas 5 JeT Ha3aj, cTaja NMPUYMHON OTKa3a
NPUHSTH TeOs Ha paboTy.

KommenTapuu, pasmemieHue TBoMX ¢ororpaduil u Japyrue JedcTBHS MOTYT He
WCYE3HYTh JaXe IIOCJIE€ TOro, KaK Thl MX yJajauilb. [bl HE 3HAellb, KTO COXPaHWI 3Ty
MH(OPMALKIO, IoNaNa JU OHA B ITOMCKOBBIE CUCTEMbI M COXPAaHWJIACh JIM OHA, a IJIaBHOE: YTO
NOIyMAIOT 0 TeOe OKpyXKarollee JI0IU, KOTOpbIe HAlayT u yBUAAT 3T0. Haittu undopmarmio
MHOI'O JIET CIYCTSl CMOXeET JII00OH — Kak U3 J00phIX NOOYXKIEHHH, Tak U ¢ HaMepeHHEM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OcHoBHBIE cOBeTHI 110 3aMTe NM(PPOBOI penyTanuu:

e [Ilogymaii, mpexae 4eMm 4YTO-TO MyOJMKOBaTh U MepenaBaTh y cebs B Oiore uiu B
COILIMAJIbHOM CETH,

e B mnacrtpoiikax npoduis yCTaHOBH OTpaHMYEHHUs Ha MPOCMOTP TBOETO MPOQUIIL U €ro
COAEPKUMOTO, CAETIAl €ro TOJBKO IS IPy3ei»;

e He pasmemraiil u He yka3biBail HH(OPMAILIKIO, KOTOPasi MOKET KOro-11M00 OCKOPOISATH WK
00MKaTh.

ABTOpPCKOE TIpaBo

CoBpeMeHHbIE IIKOJBHUKA— AaKTHBHBIC TII0JIb30BAaTeNM IIM(PPOBOrO MPOCTPAHCTBA.
OpHako Aajneko He BCE 3HAIOT, YTO IOJIb30BAHME MHOI'MMH BO3MOKHOCTSIMH LIM(POBOro MUpa
TpeOyeT coOI0IeHUs TIPaB HAa UHTEIJIEKTYaIbHYI0 COOCTBEHHOCTh. T€pMUH «MHTEIIEKTyalbHas
COOCTBEHHOCTb» OTHOCHUTCSI K Pa3jIMYHBIM TBOPEHHUSM YeJIOBEYECKOI'0 yMa, HAuMHas ¢ HOBBIX
n300peTeHnil U 3HaKOB, 0003HAYAIOIIMX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYTH , U 3aKaHYUBast
KHUTaMH, GoTtorpadusiMu, KHHOPUIbMaMU U My3bIKaJIbHBIMU TPOU3BEICHUSMHU.

ABTOpCKHE ITpaBa — 3TO MpaBa HAa MHTEJUIEKTYAJIIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JIMTEPATYPbl U UCKyCcCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B Ka4€CTBE FapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPy aBTOpa HE OyAET HampacHbIM, JAaCT €My CIpaBeJIMBbIE
BO3MOXHOCTH 3apa0o0TaTh Ha pe3ylbTaTaX CBOEro TpyZa, MOJYYUTh U3BECTHOCTb W NMPU3HAHHE.
Huxkro 6e3 pa3perienust aBTopa He MOKET BOCIIPOU3BOAMUTD €r0 IPOU3BEIEHUE, PACIIPOCTPAHATD,
nyOoJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HWMIOPTHPOBATh, IyCKaThb B IpPOKAaT, MyOIUYHO
UCIIOJIHSATB, IOKa3bIBATh/UCIIOJIHATE B Adupe Win pazMeniath B IHTepHeTe.

Hcnonb30BaHne «HPaTCKOro» MPOrpaMMHOI0 0OeCcTieueHUsI MOKET MPUBECTH K MHOTHM
pHCKaM: OT TMOTEpPH JAaHHBIX K TBOMM aKKayHTaMm JI0 OJIOKHUPOBKHM TBOETO YCTPOWCTBa, IJie
YCTaHOBJICHHBIH HE JlerajpHas mnporpamma. He cTouT Ttaxke 3a0bIBaTh, YTO CYLIECTBYET
JerajibHble ¥ OecCIIaTHbIE TPOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.
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